IT SECURITY
AUDIT
RANSOMWARE ATTACKS ARE
GROWING MORE THAN

350%

ANNUALLY

92%
OF MALWARE IS
DELIVERED VIA EMAIL!
Verizon 2018 DBIR

“The threats only target large businesses to ransom”
FALSE
“They wouldn’t be interested in my small operation”
FALSE
These attacks are random! Coded hack bots and
algorithms scan all IP addresses and emails to find an
open door.

What will you do IF you get targeted?
365 Solutions Group can help protect you company’s
data from the below increasingly common attacks:
•

Phishing: is a type of scam where cyber criminals
try to gain access to your network via email or
other online social networking systems to have you

CISCO 2018 CYBERSECURITY REPORTS

provide sensitive information (like username and
password) to gain access to your data.

IT’S NOT JUST THE BIG GUYS BEING ATTACKED

58%
OF MALWARE ATTACK
VICTIMS ARE CATEGORIZED
AS SMALL BUSINESSES
Verizon 2018 DBIR

•

Malware: is malicious software which is specifically
designed to gain access to or damage a computer
without the knowledge of the owner. There are
several types of malware including worms and
spyware, and even crypto currency mining bots.

•

Ransomware: is a special type of malware
that encrypts devices or online files to
prevent people from using or even
reading them unless a ransom is paid
(generally in Bitcoins to make
it untraceable).

Achieving the right balance between enabling your staff to access information wherever and
whenever they need, yet keeping your data and systems secure, is at the core of what 365
Solutions Group do. Using cloud technologies means your data is always backed up and available,
and Microsoft’s continued investment in security ensures it stays protected.

What can be done?
Microsoft has a great tool called Office 365 Secure
Score which analyses your Office 365 services (e.g.
OneDrive, SharePoint, and Exchange) then looks at
your settings and activities, and compares them to a
security baseline established by Microsoft. You'll get a
score based on how aligned you are with best security
practices. It then presents a list of actions and setting
configurations that could improve your overall security score.
It creates a list of tasks described in IT terminology and some
recommendations could be excessive for your requirements
and inconvenience your staff.
What does the 365 Solutions Group Security Audit include?
365 Solutions Group run and review your Microsoft Security Score,
interpret the jargon-heavy output and consider your business’s
specific situation and requirements to present a series of
recommended actions, in plain business terms. Our provided
recommendations balance the impact on users’ daily routines, which
cyber security threats are reduced by that action, and any additional
costs incurred such as extra licences.
Example:
A common recommendations is to “Review your DLP policies” which
most businesses don’t know how to implement. DLP stands for Data
Loss Prevention and we can help identify sensitive data types, and
evaluate the options that suit your specific business requirements.

365 Solutions Group Security Audit

365 Solutions Group know which
actions are quick fixes to improve your
overall score, and which settings will
add much needed protection to
company data without hindering
operations or compromising the user
experience. We can help you navigate
the options and best practices used by
other organizations in your industry.

ONLY $1,560EX. GST

1. We log in to your environment and run Microsoft Secure Score
2. We interpret your results into a plain English report with business cases and
examples; then recommend steps that suit your unique business
3. We enable Multi-Factor Authentication (MFA) to protect against email
hacking, and provide “How to” guides for end users and administrators
Why enable Multi-Factor Authentication? Compromised email passwords are the most
common threat and are responsible for approximately 80% of cyber security breaches!

Contact us today to discuss the Security of your environment
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